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Investment and Romance Scams - Awareness Primer for Swiss
Financial Institutions

What is an investment and romance scam?

A social engineering and investment fraud scheme where criminals build trust with victims over
a long term, usually weeks or even months online before directing them to fake investment
platforms (often cryptocurrency exchanges or wallets), showing false profits, and encouraging
increasing deposits before disappearing with the funds. Furthermore, it should be noted that,
due to the use of Al and deepfakes, fraudulent schemes have become increasingly realistic
and not easily identifiable as such by affected individuals.

How prevalent is investment and romance scam?

The United Nations Office on Drugs and Crime links cyber enabled frauds to sophisticated
organized crime, mostly in Southeast Asia, which have rapidly developed factory-style centres
to commit crimes such as pig butchering scams. Pig butchering is a specialized form of a
romance scam in which the scammer pretends to be romantically interested and asks for
money for personal reasons.

Source: UNODC: Transnational Organized Crime and the Convergence of Cyber-Enabled Fraud (Oct. 2024)

A significant portion of the funds in pig butchering scams flow through from the traditional
banking system to cryptocurrency exchanges and wallets, including newly registered or lightly
regulated platforms. The crypto firm Chainalysis noted in 2025 that reported pig butchering
scams had increased 40% and the amount of funds transferred to scammers conducting pig
butchering grew 210% within one year.

Source: 2024 Pig Butchering Crypto Scam Revenue Grows 40% YoY as Industry Increases Sophistication

Pig butchering has a link to human trafficking as well, given the individuals’ defrauding victims
by posting online are often themselves victims of forced labour perpetrated by organized
crime. Source: UNODC

Because of the engagement of organized crime and use of forced labour, the victims of pig
butchering are often pushed to provide the maximum amount of funds that can be obtained,
even relying on taking on additional debt and reliance on family members for loans.

Source: The Economist, Scam Inc.

How can financial institutions be aware of customers being victimized in
investment and romance scam?

Examples and indicators

o Uncharacteristic demand for large liquidations of diversified portfolios to fund new
'‘opportunities”:

¢ High-net-worth clients request transfers to crypto exchanges introduced by online
contacts, often citing ‘exclusive’ or ‘offshore’ platforms and promising rare or high-yield
investment opportunities.

o Requests for urgent cross-border transfers. It often includes newly established entities.

o Pressure to bypass normal advisory processes or confidentiality concerns regarding the
source of opportunity.



https://www.unodc.org/roseap/uploads/documents/Publications/2024/TOC_Convergence_Report_2024.pdf
https://www.chainalysis.com/blog/2024-pig-butchering-scam-revenue-grows-yoy/
https://www.economist.com/audio/podcasts/scam-

Significant outbound transfers inconsistent with documented wealth planning strategy.

Sudden interest in cryptocurrency or high-yield trading or other types of unusual
investments without prior experience.

New payment behaviour including unusual amounts or unusual jurisdictions compared to
the client’s payment behaviour.

Repeated increasing transfers to foreign natural persons, legal persons or crypto
exchanges.

Client mentions a romantic partner or online friend recommending investment.
Client appears emotionally distressed or defensive when questioned.

When crypto-related: Client mentions instructions from an ‘“investment platform
representative” via chat apps, email, or social media rather than the official exchange
interface of the financial institution.

Recommended actions to help prevent victimization of customers

Conduct enhanced due diligence (EDD) on beneficiaries and crypto platforms.
Engage directly and discreetly with the client to understand investment rationale.
Escalate unusual patterns to your internal department handling anti-fraud measures.
Document advisory discussions thoroughly.

Consider temporary transaction holds where justified under AML obligations or Terms and
Condition. One measures could be to implement an automated measures to hold
payments back when payment beneficiaries occur combined with another risk factor
depending on the financial institution (e.g. beneficiary in a higher risk jurisdiction but client
usually conducts domestic payments).

How to talk to your customer about potentially being the victim of a scam

The goal of the conversation is to protect the customer’s dignity, avoid blame, and quickly
reduce any further financial harm, while gathering necessary information; avoid accusation

such as “you’ve been scammed”, “this is obviously a fraud”.

Speak in a supportive and neutral manner to the customer and avoid using words like
fraud or scam immediately.

Gently pass the message to the client that the case is fraudulent and that interaction with
the fraudster should stop immediately to avoid further damage.

Refer to the transactions or proposed transactions themselves: “We have noticed
transactions that are out of character for your account and are more commonly associated
with high-risk investment platforms. We just want to check in to help protect your
accounts”; “Our priority as your financial institution is to make sure your funds are safe and
to conduct our regulatory duties. Could you tell me a bit about these transfers?”

Remember the customer may be emotionally involved and may defend the scammer; there
is a possibility the scammer warned the customer the financial institution may try to stop a
transfer, blaming the financial institution for “missing a golden” investment opportunity.

Ask which platform, wallet or exchange the funds are going to and whether the customer
controls the account themselves or if a third party manages it. This helps identify whether
the funds are going to regulated exchanges or potentially high-risk crypto accounts. This
should naturally fit with the conversation about transactions and is actionable without being
overly technical.




o Ask if they have been instructed to transfer funds to multiple wallets or accounts or to
convert them into cryptocurrency as this can indicate layering or scam activity.

o Address the merits of the investment from a professional perspective, particularly if a prior
investment strategy has been determined between the customer and the financial
institution; when discussing the potential for fraud, reference that this is becoming
increasingly common and you are aware of billions being taken from very smart and
sophisticated customers. Remind the customer that behind these frauds are extremely
organized criminals who have successfully targeted thousands of intelligent victims.

e Play through the common scenarios with the customer: “financial institutions are seeing
criminal build close relationships through online interactions, mostly never actually meeting
in person, but encouraging people to invest through websites or apps that show fake profits
that are very tempting for an investor. Eventually the criminal will ask for even larger
transfers or additional fees being required to continue to the investment or withdraw
earnings.” Once this conversation has occurred, ask the customer “Does any part of that
sounds familiar to what you may have experienced?”

o Referral to the police is generally a matter for the customer. The financial institution shall
evaluate the duty or the exercise of the right to report to MROS.

o Consider whether the customer is vulnerable, consistent with Swiss law, and requires
protection.

e BE PROTECTIVE, NOT CORRECTIVE: The customer will cooperate much more if he or
she feels the financial institution is on the side of the customer and not judging them for a
bad decision.

Below is a short script you may consider using or amending for your purposes:

1. Opening the conversation

“Hi [Customer Name], I'm calling because we noticed a few recent transfers (or requested
transfer) that match patterns we sometimes see in high-risk investment situations. | wanted to
check in with you to make sure everything is safe and understood.”

2. Ask neutral questions

“Could you tell me a bit about the investment or person these payments are related to?”
“Where did you first hear about this opportunity?”

“Are you communicating with someone online who is guiding you through the investment?”
“Have you ever met this person in person?

3. Introduce the risk gently

“Thank you for explaining that. | want to share something important with you. We’re currently
seeing a large number of cases where criminals build relationships online and encourage

people to invest through professional-looking platforms that show profits, but the platform is
actually controlled by the fraudsters.”

“These situations are unfortunately very sophisticated, and many people have been affected.”

“Can you maybe walk me through the platform or wallet you are using? Are you sending funds
to different wallets or exchanges and converting them into cryptocurrency?”

4. Check recognition

“‘Does any part of that sound similar to what you’ve experienced so far?”




5. If the customer may be a victim

“Our priority is protecting you and preventing any further losses. Based on what you've
described, there are some indicators this could be one of those fraud schemes.”

“You’re not alone — these criminals are extremely convincing.”

6. Immediate action

“What | recommend right now is that we pause any further transfers related to this while we
review the situation together.”

“I would also strongly advise not sending any additional funds, even if they say it’s required to
release profits.”

7. Support and next steps

“We’ll do everything we can on our side to review the transactions and see if any recovery
steps are possible.”

“If you're comfortable, we can also help you document the case for reporting.”
Key tone reminders for financial institutions

e Stay calm and factual

¢ Never say “you’ve been scammed” early in the conversation
o Emphasize criminal sophistication

e Focus on protecting the customer

Frequently Asked Questions about talking to potential scam victims

Q: What if my customer threatens the financial institution with liability for delaying the transfer
and missing a “window of opportunity”?

A: This situation is very common in pig-butchering cases. Customers may believe the financial
institution is interfering with a legitimate investment and may threaten to sue the financial
institution or hold it liable for any loss. The key is to remain calm, neutral, and repeat that the
financial institution has seen this in numerous instances involving very smart and sophisticated
customers and the bank’s interest is solely to protect the funds of the customer. If the client
persists, document how the bank has fulfilled its duty of care without refusing legitimate
instructions.

Q: What is a likely message the scammer has told the customer about what to do if the
financial institution tries to interfere with the transfers?

A: Investment and romance scams are effective because they combine financial fraud with
psychological conditioning. By the time a financial institution is able to intervene, the customer
has been influenced for weeks or even months. The financial institution is unintentionally
challenging a trusted relationship for the customer. For instance, the scammer will have
established a personal relationship, either as a romantic interest, someone providing
emotional support, or playing on the customer’s sympathies by telling a fake personal story of
hardship. If any investment has occurred, it usually resulted in a small return that was provided
back to the customer, albeit the balance of the transfer was retained by the scammer. There
is often urgency to the transaction, so the customer is made to believe a key window of
opportunity will be closing.

Challenging all of this is very difficult, but the financial institution should return to calm, neutral
questions, including whether the customer can access online and withdraw the funds directly




or if the other person always controls the returns. Remind the customer that legitimate
investment platforms would require only the customer to be able to access the accounts, this
would not be done through a third party without the customer providing explicit authorization.
Scammers often direct victims to multiple wallets or cryptocurrency exchanges; sometimes
offshore, sometimes even onshore instructing them to move funds quickly. Asking whether the
customer controls the accounts themselves or is guided by someone else can reveal these
red flags.

Q: Can | break the psychological bond between the scammer and my customer?

A: The scammer is weeks or months ahead in having personal, intimate conversations through
text, phone and video calls, and may even have sent gifts to the customer. Breaking the bond
is very difficult, particularly if a customer has formed a romantic attachment.

Consider asking some basic questions and following up on the answers. How did you first
meet the person who introduced this investment? Many answers will indicate risk including
dating apps, social media messages, what's app/telegram style communications, and an
accidental “wrong number” that becomes a conversation. In response, the financial institution
can respond “Banks are seeing many cases of fraud that start with these types of meetings.”

The financial institution can also ask if the person “asked the customer to keep the investment
private or tell the financial institution it is for someone else.” The victims can also be advised
not to communicate with the bank. Often the scammers will suggest to the customer to advise
the financial institution that the transaction is for a family member that needs help or tell the
customer that most banks don'’t like crypto and will try to talk the customer out of such an
investment.” financial institution are professional advisors and should remind the customer
that a true investment professional or someone who cares about the customer would never
ask the customer to mislead their own financial institution. Again, return to the common themes
in scams, “When someone asks a customer to hide the purpose of the payment from the
financial institution, it is our experience that it is a fraud.”




