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Understanding Investment and Romance Scams:

Awareness Guide to help individuals to stay safe

What do | need to know?

Investment and romance scams are increasing. All persons regardless of age, education
level and cultural background are potential victims as scam techniques become more and
more sophisticated. These frauds have become a multi-billion-dollar criminal activity
committed by organized crime groups. A common form of fraud, financial institutions and
government authorities see, is a hybrid romance-investment scam that use various tactics to
build-up trust before persuading victims into providing the fraudsters with emergency financial
assistance or investing in fictitious opportunities, for which fraudsters often prefer
cryptocurrency because transfers can happen quickly and are impossible to reverse once
sent. This is also called financial grooming or romance baiting and formerly referred to as
“pig butchering”. Furthermore, it should be noted that, due to the use of Al and deepfakes,
fraudulent schemes have become increasingly realistic and not easily identifiable as such by
affected individuals.

Scammers are used to adapt very quickly to new type of scams, new technologies and new
approaches. Therefore, all financial institutions should have an appropriate level of awareness
adapted to their activity and exposure. Banks and payment service providers most often see
these types of fraud. However, this can change going forward.

Romantic or Social Scams have not yet been observed widely in the insurance industry. The
low attractiveness of such fraud attempts is likely to be due to the different characteristics of
the insurance sector. Insurance companies offer fewer investment opportunities, and the
transaction behaviour is also different compared to other financial institutions.

How do investment/romance scams often start?

chat for investment opportunities or through dating site connections; Initial Contact

m Unsolicited outreach often beginning with a wrong-number text or invitation to group
Fraudster develops the relationship and builds a connection to the victim.
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cryptocurrency;
Often guided to investment app or other platform that the fraudster controls.
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Identified in Transactions

Figure 1: Investment Scam Structure Described by U.S. Financial Crimes Enforcement Network




¢ Common Targets: All persons are potential victims. The fraudster may play on emotions,
take advantage of vulnerability, or build friendship over weeks and even months before ever
asking for any money.

o Patterns to watch out for: Perpetrators of these types of fraud take time to build a
relationship, which can involve flirting or expression of romantic interest. Or the perpetrators
try to create the image of a very successful business person by abusing brand images to
create an appearance of legitimacy. The person may then encourage cryptocurrency
purchases or high-value transfers with a significant promised return on investment.
Fraudsters often guide victims step-by-step on how to buy cryptocurrency and where to send
it, sometimes through familiar as well as unfamiliar investment apps or platforms.

¢ Risk of economic devastation: The fraudsters will not stop at one transaction but will seek
to take entire savings or retirement funds, followed by advising to borrow the money through
debt or from family members.

What are the warning signs of investment/romance scams?

¢ Contacts met online may quickly build up personal relationship with you but refuse in person
meetings or even video calls and creates excuses to avoid these.

o Fraudsters regularly abuse the brand of reputable financial institutions pretending to work
for those to create the image of a credible businessperson.

e The person might appear wealthy him-/herself, with images showing luxurious lifestyle. The
person may later reveal qualifications as a competent financial advisor, a crypto trader, or
a successful business owner.

e The person may promise you guaranteed or exceptionally high investment returns. The
person may claim investment is exclusive and usually limited to more experienced or
wealthier investors.

¢ You may be pressured to act quickly or keep the investment secret, particularly from a bank.

¢ You may be asked to transfer cryptocurrencies or funds to a “wallet address” or a foreign
crypto platform, and the fraudster may help in opening such accounts if you have not
previously done so or have difficulty. The investment platform is usually a fake crypto
exchange, even if it has an online presence or may be a copy of a real platform. Such
transfer can also be requested in the more traditional way by using a new beneficiary IBAN
which is often held with a foreign online bank.

o Arelatively small transfer of funds may be requested first, resulting in a positive return. This
will often be followed with increasing pressure to invest more, even if it means borrowing
money.

o When you attempt to withdraw your investment returns, the person may insist you first pay

mandatory taxes, liquidity fees, or other required costs. If you object or express doubt, they
may respond by accusing you of distrust or making you feel guilty for questioning them.

e The person may instruct you to mislead your financial institution about payment purpose
and even warn you the bank may try to interfere.




What to do if you have become victim of a fraud attempt?

e Stop sending money immediately even if the person says it is required to refund money
already sent. The fraudster will not return any money.

e Report it to your bank or credit card provider and request your bank to issue a recall of
funds .

¢ In Switzerland, you can report this to your local police. You may also report it to the National
Cyber Security Centre (NCSC) via an online form here.

o End all contact by blocking the person. Do not argue or try to negotiate return of the funds.

o Be alert to follow ups by lawyers, companies or authorities that promise to help you get
your money back.

e Save all messages and screenshots of any transactions.

e Change any passwords shared and for all financial accounts. Fraudsters can use
information obtained during the “relationship” to determine passwords that have family
information or other biographic information.

e A cyber crime insurance policy might be a considerable investment to protect yourself.

Self-responsibility of the customer

Despite all the measures proposed here, the customer has the first and foremost responsibility.
The customer must not rely on any control mechanisms of the financial institutions but must
assume their own responsibility. The customer has a more detailed picture of the situation and
is therefore best placed to detect early warning signs. This is particularly the case when the
customer holds back information or when the financial institution alerts the customer to
potential fraud or question a specific transaction. Often, customers do not respond
appropriately in these situations. Instead of investigating the possible warnings provided by
the financial institution, such inquiries are perceived as intrusive or unwarranted, and the
customers do not cooperate.

This is why it may also be useful for financial intermediaries to inform their clients about their
own responsibilities. Too often, there are cases of fraud stemming from customer actions
despite warnings from financial institutions.

Further reading
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Practical tips | FINMA (note: this is more about smart investing, not necessarily scams)
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FinCEN Alert, FIN-2023-Alert005, September 8, 2023

Chainalysis — Pig Butchering Crypto Scam Analysis

Elliptic Warns of Industrial-Scale Pig Butchering Scams Laundering Through Crypto
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