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Consequences of the terrorist 
attacks in the Middle East

Following the war in Iraq, the Middle East 
has become the focal point of terrorist attacks by
Al Qaeda. Mechanisms for ensuring national 
security, especially the tightening of legal regula-
tions in the fight against international terrorism,
continue to be adapted at national and interna-
tional level. Individuals and organisations around
the world suspected of supporting Usama Bin 
Laden’s terrorist network Al Qaeda or other ter-
rorist organisations are subject to direct or in-
direct sanctions.

Swiss victims of terrorism
In mid May 2003, one Swiss national was 

killed and three injured in a terrorist attack in 
Riyadh. Following the calculated attacks on the

UN and ICRC buildings in
Baghdad in the autumn, simi-
lar targets in Switzerland have
to be considered increasingly
at risk. The kidnapping in the

Sahara in February 2003 further demonstrates
how dangerous tourism can be in isolated regions
of certain countries where Islamic groups are op-
erating. However, there are no indications to sug-
gest that Switzerland is a direct and prime target
for attack by Islamic groups such as Al Qaeda or
similar organisations.

Investigations into suspected 
Al Qaeda connections

In 2003, the Federal Office of Police (fedpol)
and the Office of the Federal Attorney of Swit-
zerland carried out several preventive and crim-
inal investigations into suspected connections

between Al Qaeda members
abroad and individuals resi-
ding in Switzerland. More-
over, several requests for legal
assistance are pending in cases

where there is reason to believe that the path of 
suspected members or sympathisers of terrorist
organisations have led to or through Switzerland.
The results will reveal whether and to what extent
the suspects were involved in assisting or even 
carrying out attacks.

Radical Islamic groups in 
Switzerland

Amongst the radical Islamic groups in Swit-
zerland, the advocates of terrorist acts are in a 
very small minority. As has been shown, indi-
vidual North African terrorist
groups have had ties to indi-
viduals but, for social and eco-
nomic reasons, Switzerland is
not considered to be a particularly suitable coun-
try for recruiting potential Al Qaeda members.
Several suspected violent extremists have been
turned away at the border or extradited on ac-
count of international arrest warrants.

Radical groups in the Middle East
In connection with the conflict in the Middle

East, several Islamic charity organisations have
become the focus of international investigations
regarding terrorism. Up to
now, however, suspicions have
not been confirmed. Preventi-
ve and criminal police measu-
res have only been imposed 
in Switzerland against a small
group led by a Swiss national and known for its 
fanatical anti-Semitic and Zionist views.

Continuing terrorist threat in 
Europe

Following the arrest of members of the left-
wing terror organisation Red Brigade in Italy,
Switzerland started investigations in connection
with a request for legal assistance.The Basque ter-
ror organisation ETA (Euska-
di ta Askatasuna) reacted to
the international anti-terrorist
measures by carrying out at-
tacks against Spanish author-
ities and at holiday resorts in Spain. There have
also been traces of the group’s financing in Swit-
zerland.

Right-wing extremism and racial
discrimination

Right-wing extremism and racism continue to
be extremely politically delicate issues in the field

Focal points 2003
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Switzerland: no suitable 
recruiting turf for Al Qaeda.

Investigations into 
European left-wing terrorist
groups in Switzerland.

Police inquiries and 
preventive investigations on
Swiss residents.

Switzerland: 
no primary target of terrorist
organisations.

Suspicion regarding 
involvement of 
Islamic relief organisations 
unconfirmed yet.
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of national security. Right-wing extremists are, at
present, avoiding violent confrontation and are
making use of their constitutional rights, for

example by participating in
the traditional celebrations on
the “Rütli”on 1 August – Swiss
National Day. The right-wing

scene is becoming more politically aware and 
coming increasingly into confrontation with left-
wing extremist groups.The average age of violent
youths and young adults in the right-wing scene is
noticeably falling; after consuming alcohol they
have less inhibition to damage property, cause 
bodily harm and engage in racial discrimination.
Loosely-knit groups without any clear structure
or political background are predominant in the
rural areas of Switzerland. After a temporary 
lull, there were more attacks on asylum centres 
in 2003.

Event-related left-wing violence
Left-wing extremist groups used major inter-

national events such as the G8-Summit in Evian to
engage in violence against private persons and the

authorities. The damage cau-
sed by riots during the World
Economic Forum in January
2003 in Davos, the 1 May cele-
brations and the G8 Summit 

in Evian in June was considerable. In addition to
the politically motivated violent extremists, there
were also a considerable number of non-political
or ideological hangers-on who often agitate from
within the broader masses of peaceful demonstra-
tors and misuse them as a means of protection 
and withdrawal.

Youth violence and hooliganism
In spring and summer 2003, youth violence hit

the headlines and stirred the public following
some particularly violent incidents and numerous

cases of gang crime in various
Swiss cities. As crime statistics
show, youth violence is not 
an isolated phenomenon but
rather part of the development

of society as a whole.The growing propensity for
violence amongst youth is a result of develop-
ments within society.There is a risk that criminal
careers begin in adolescence. Hooligans misuse
sports events, young anarchists peace demonstra-
tions. Both groups are partly taken in and instru-

mentalised for the left-wing and right-wing ex-
tremist agenda.

Extremism by exiled groups
Following the end of the fighting in Iraq in

2003, there was some activity within those extrem-
ist groups in Europe affected by the war. The 
USA and Turkey have increased their pressure 
on the Kurdish Kongra-Gel
(PKK). In some areas of Swit-
zerland, there has been less 
activity by the Kongra-Gel
and there have been no inci-
dents of violence at demonstrations. Following
large-scale raids by the French police, members of
the Iranian People’s Mujaheddin (MEK) in Swit-
zerland have also tried to burn themselves to 
death out of protest. Since the beginning of 2003,
there has been a steady increase in activity by 
the Albanian diaspora on behalf of extremist or-
ganisations fighting for a Greater Albania.

Illegal intelligence
Preventive counter-intelligence was mainly

concentrated on the economic sector, research,
high-tech and the investigation of various migrant
groups.

Proliferation
In the field of proliferation, Switzerland is 

an attractive market for certain sensitive coun-
tries such as North Korea and Iran especially for
procuring machine tools, measurement and re-
gulation technology or pro-
ducts and equipment from the
chemical and bio-technologi-
cal industry. In 2003, the State
Secretariat for the Economy (seco) only refused a
dozen documented export inquiries,nine of which
were for goods which require no permission. The
inquiries were mainly for exports to Iran, which
continues to show a keen interest in Swiss dual-
use goods.

Organised crime
Criminal groups and individuals with connec-

tions to organised crime are active in Switzer-
land especially in drug trafficking,human traffick-
ing and money laundering. Europe’s increasing
expansion has opened up new opportunities for
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Several attacks on asylum 
institutions.

Dual-usegoods: object of
international interest.

Left-wing extremist 
violence in big events causing
considerable damage.

Foreign Extremist 
organisations increasingly
active in Switzerland.

Juvenile violence 
at the centre of public 
attention.
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criminal organisations. The EU’s easily penetra-
ble eastern border may become an obvious tar-
get by all the larger organised crime groups. Ac-
cording to Europol’s annual report for 2003,

approximately 4,000 criminal
groups of various ethnic ori-
gins with around 40,000 mem-
bers are active in Europe. The

criminal groups in the various EU countries vary
in size, structure, organisation and other characte-
ristics and their activities involve all classical
forms of organised crime such as drug trafficking,
human trafficking and smuggling, money launde-
ring and economic crime. International coopera-
tion is mainly focussed on Albanian, Serbian,
Chinese and Turkish criminal networks. There is
also evidence that groups are becoming increa-
singly multiethnic in composition.

Criminal groups from southeastern
Europe

Switzerland is greatly affected by the criminal
activities of ethnic Albanians. The lucrative mar-
ket for drugs and prostitution as well as a strong

diaspora that generally main-
tains close contact to the re-
gion of origin through family
ties make for favourable con-
ditions. Whilst Switzerland is

considered to be the final destination for drugs, it
also acts as a transit country for the trade in wom-
en and smuggling of human beings. Apart from
ethnic Albanians, other criminal groups from
southeastern Europe are also widely active.

Criminal organisations from 
the CIS

Various investigations are being conducted 
in Switzerland in connection with organised cri-
me from the Commonwealth of Independent 
States (CIS). The investigations mainly concern 

suspected large-scale money
laundering activities by crimi-
nal organisations from the CIS
republics. Up to now, the in-
vestigations have also unco-

vered instances of arms trafficking and dealings 
in works of art whose trails lead to Switzerland.
It is also known that members of criminal organi-
sations from the CIS meet regularly in Switzer-
land to draw up strategies and plan criminal ac-
tivities.

West African criminal networks
The internationally active West African crim-

inal groups are also present in Switzerland and are
mainly involved in drug trafficking, fraud, human
trafficking and all kinds of document forgery. The
ringleaders are usually Nigerians. They are parti-
cularly deft at using their tactical and psychologi-
cal skills to exploit others.

Drugs
The availability of drugs remains high in 

Switzerland. There is an increasing tendency to-
wards multi-ethnic collaboration between various
groups of heroin and cocaine traffickers and to-
wards multiple drug use.

The raids carried out in the cantons of Basle
and Ticino have had a significant impact on hemp
tourism but only a limited im-
pact on the level of consump-
tion of cannabis. Moreover,
the export of cannabis-derived
products from Switzerland continues and has 
taken on a more professional form.

Human trafficking and smuggling
Human smuggling to Western Europe is tak-

ing on ever-increasing dimensions. Smuggling
rings evade stricter international controls and 
modern security systems with smuggling routes
that are becoming increasingly
more flexible. In 2003, the
Swiss Border Guard Corps re-
corded an increase in illegal
border crossings by 10 percent in comparison to
the previous year. It also confiscated more sophis-
ticatedly forged travel documents.

In terms of numbers, human trafficking in
Switzerland is not as extensive as human smug-
gling. Neither have there been any cases of highly
organised hybrid forms of human trafficking and
smuggling as in Germany, France and England.

Money laundering
In 2003,an analysis was carried out for the first

time of all convictions by the cantonal law en-
forcement authorities that have been brought to 
the attention of the Confederation since 1998. In
over 80 percent of the convic-
tions, drug offences consti-
tuted the predicate offence of
money laundering. Switzer-

Number of criminal 
multiethnic groups increases.

Ethnic Albanians: 
major criminal players from
southeastern Europe.

Switzerland misused 
as playground for criminal 
organisations from the CIS.

Drug consumation: 
politoximania on the rise.

Human smuggling 
ever-increasing.

Major relations between 
money-laundering and drug
offences.
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land remains an attractive financial centre for 
money launderers on account of its size and stabil-
ity. There are still indications that international
criminal organisations selectively use Switzerland
to launder money.

Cybercrime
Computer viruses spread worldwide in 2003 at

record speeds. In early October, the whole com-
puter system at the Swiss Post temporarily came

to a standstill. Most of the re-
ports submitted to the Coor-
dination Unit against Cyber-
crime (CYCOS), or most of

the illegal subject matter on the Internet which the
Coordination Unit found itself, were connected
with child pornography.

Child pornography
An analysis of the bigger cases of child porno-

graphy and pornographic material make it clear
that the production and sale of child pornography
is a lucrative business.The producers and dealers
are not usually paedophiles themselves,but rather
criminals who are only interested in the profits.
Organised criminal groups especially from east-
ern countries appear to have recognised the fin-
ancial potential of this area of crime.

The year’s major issues: 
computer worms and child
pornography.

Overall assessment
Increase in violent crime

The domestic security situation is determined
by the increase in violent crime, crime by West
African and southeastern European networks,
propaganda by extremist organisations as well as
the international security situation, which is af-
fected by the terrorist activities of Islamic groups.

Effects on the international 
environment

Domestic security is not only decisively af-
fected by internal factors but also by internation-

al economic and political de-
velopments. Switzerland, with
its cosmopolitan, democratic
society, great affluence, liberal
economic system and global

economic network remains an attractive centre
for international crime. With the EU’s eastern 
expansion, international collaboration, analysis
and investigations will become more important in 
domestic security and organised crime issues.

Expectations in the fight against
terrorism and extremism 

International pressure on national prevention
in the fight against terrorism and extremism has
increased enormously. In or-
der to be able to meet interna-
tional standards, the question
of revising and implementing
the appropriate Swiss legis-
lation is becoming more sig-
nificant.

Measures against terrorism

Switzerland has imposed several measures to
step up the fight against terrorist financing.

Switzerland has ratified both UN agreements
on fighting terrorist financing and terrorist bomb
attacks, which means that all 12 UN additional

protocols on combating terrorism have now been
ratified.The necessary modifications in the penal
code came into force on 1 October 2003.

The ordinance by the Fed-
eral Banking Commission,
which came into force on 1 July
2003, prohibits banks or stock

Measures

Switzerland continues to 
be a place of interest 
for players of organised 
crime.

Amendment and 
enforcement 
of laws of growing 
importance.

Switzerland ratifies all UN
supplementary protocols for
the suppression of terrorism.
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dealers doing business with individuals or organi-
sations they suspect of having connections to ter-
rorist groups. Any suspicions must be reported
immediately to the Money Laundering Reporting
Office (MROS).

Since autumn 2003 Switzerland has been co-
operating with the Counter Terrorism Action
Group (CTAG), which was set up by the G8 
members. The CTAG evaluates other countries
and offers them technical support in the fight
against terrorism and its financing.

On 5 December 2003 the Federal Council ex-
tended the ban on Al Qaeda and associated
groups until 31 December 2005. It also extended
the validity of the ordinance on information and
reporting. Apart from prohibiting all activities
carried out by the organisation itself, the ordi-
nance also bans all activities that support it, such
as propaganda.

One final measure is the setting up of a new
unit, which deals exclusively with combating ter-
rorist funding. The new unit is incorporated into
the Federal Criminal Police and has been in op-
eration since 1 January 2004.

Measures against extremism and
violence

On 12 February 2003 the Federal Council be-
gan consultations on draft legislation regarding
measures against racism, hooliganism and violent
propaganda – the so-called BWIS I legislation.
Most groups involved in the consultations basical-

ly welcome better legal and
administrative measures to
fight these phenomena. Any
opposition to the draft legis-

lation that is voiced during the consultations will
be taken up in the so-called “message” which
should be submitted to the Federal Council some-
time in 2004.

Work continues on reviewing and revising 
federal legislation on safeguarding domestic secu-
rity (the so-called BWIS legislation), arms legis-
lation and the implementation of the recommen-
dations of the report of 26 June 2002 entitled 
“Situation and Risk Assessment after the Terror-
ist Attacks of 11 September 2001”.

Proliferation
Switzerland is intensifying its efforts in the

prevention of proliferation. fedpol’s Service for
Analysis and Prevention has initiated a pro-

gramme of prevention and
awareness, which will be im-
plemented systematically in
2004 and which is aimed at Swiss businesses. The
programme should help to increase awareness of
the problem of proliferation and protect busines-
ses from the consequences of exporting illegal
goods.

Fight against drugs
The development of the methadone projects,

the legal prescription of heroin and the end of the
open drugs scene have decreased the number of
deaths directly associated with
drugs. Last year, however, the
number of drug-related deaths
was greater than in the precee-
ding year. It would be prema-
ture to talk about a shift, though. In particular, the
increase in drug consumption amongst the youth
calls increasingly for the introduction of preven-
tive measures.The debate focuses on the question
of the legal status of hemp products. There is 
uncertainty in the cantons regarding existing 
legislation.

A clear message that the consumption of 
cannabis products is illegal under the current law
is especially important with regards to young
consumers.

Coordinated measures against 
human trafficking and smuggling

The Coordination Unit against the Trafficking
in Humans and Smuggling of Migrants (KSMM),
which was set up at the begin-
ning of 2003, has taken its first
steps by creating two expert
groups. Its objectives are not
only to bring about harsher
punishment and more sys-
tematic prosecution of human trafficking and 
smuggling but also to set up programmes for pre-
vention and reintegration in the victims’ countries
of origin.

However, preventive measures must be 
accompanied by specific repressive measures
against the criminal organisations responsible.
Effective shield measures are needed in order to
protect the Swiss economy from being infiltrated.
This means intensifying police investigations in
order to have sufficient legal grounds for refusing
residence permits.

Legal uncertainty on 
cannabis: some clarification
called for.

Views and opinions 
regarding BWIS I.

Business enterprise awareness
programme launched.

Swiss Coordination Unit
against the Trafficking 
of Persons and Smuggling of
Migrants starts working.
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Economic crime
Combating economic crime is still one of the

main priorities on the home front and abroad.This
fact is illustrated by the two conventions against

corruption (the convention of
the Organisation for Econom-
ic Cooperation and Develop-
ment OECD and the United

Nations) and the implementation of several na-
tional measures including the establishment of the
Competence Centre for Forensic Science and
Economic Crime in Lucerne and Neuchâtel.

Fighting cybercrime with the 
cantons

The Coordination Unit against Cybercrime
(CYCOS) has established itself in its first year of
operation as the national reporting and coordina-

tion unit for cybercrime and
has achieved some notable
successes. Since it started op-
erating in January 2003, it has

received between 500 and 600 reports a month 
on suspect Internet material. This is considerably
more than expected. By the end of the year,
CYCOS had forwarded over 100 suspect cases to
the appropriate law enforcement agencies.

Establishment of a decentralised
branch of the Federal Criminal 
Police and the Federal Attorney’s
Office 

In the spring of 2003,plans began to decentral-
ise the Federal Criminal Police by setting up 
branches in the French and Italian speaking parts
of Switzerland as well as in the
Zurich area. The new offices
should be ready to take up
work by the spring of 2004. By
creating these new branches,
fedpol and the Federal Attorney’s Office have
met the wish expressed by the cantons to strength-
en law enforcement in the fields of international
organised crime, money laundering, corruption
and economic crime in the cantons. Establishing
regional offices also allows  closer cooperation
between the federal and cantonal law enforce-
ment agencies and a better regional balance in 
recruiting new staff.

Concepts for national and 
international cooperation

In connection with the project to review the
internal security system of Switzerland (USIS), a
fourth report has been published.The report deals
with questions regarding border control, in case
Switzerland were to accede to Schengen. Further-
more, taking into account the lessons learned
from the G8 summit in Evian, the report describes
future measures for fulfilling federal police duties.
Other priorities in the field of international po-
lice cooperation include Europol, the conclusion
of more bilateral and multilateral cooperation
agreements and increased police cooperation
especially in southeastern Europe. ■

Cooperation between 
cantonal and federal 
authorities improved.

CYCOS launched 
successfully.

Priority on suppression at
home and abroad.
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